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Abstract- This paper investigates the average secrecy capacity (ASC), secure energy efficiency (SEE) of a single-input single-
output (SISO) system assisted by a reconfigurable intelligent surface (RIS) and with/without artificial jamming (AJ). We
conduct a detailed ASC and SEE of the proposed system under Nakagami-m fading channels. First, we derive the cumulative
distribution functions (CDFs) of the SNRs for jamming and non-jamming schemes. The derived CDFs are then used to obtain
closed-form theoretical expressions for ASC and SEE. Moreover, the effect of imperfect successive interference cancellation
(SIC) at legitimate receivers has been taken into account to better reflect realistic system implementations. The numerical
evaluations confirm that the proposed RIS-Jammer-SISO scheme consistently achieves superior secrecy performance when
compared to the RIS-Only configuration. A comprehensive analysis has also been conducted to examine the impact of key
system parameters, including the number of reflecting elements, jammer positioning, carrier frequency, and SIC accuracy.
Finally, the validity of the analytical results has been corroborated through extensive Monte Carlo simulations.

Keywords— Physical layer security, artificial jamming, reconfigurable intelligent surface, average secrecy capacity, secure

energy efficiency.

1 INTRODUCTION

1.1 Background

In recent years, the rapid evolution of digital tech-
nologies and the growing demand for ubiquitous con-
nectivity have lead to a substantial increase in the
number of wireless devices and ecosystems. This trend
is especially evident with the widespread deployment
of fifth-generation (5G) and beyond 5G (B5G) wireless
communication networks [1].

However, the broadcast nature inherent to wireless
transmissions renders such systems highly suscepti-
ble to various security threats, including confiden-
tial data leakage and intentional jamming, particularly
in security-critical applications such as smart cities,
healthcare systems, military operations, financial ser-
vices, and environmental monitoring. These concerns
are further amplified in emerging wireless scenarios
involving sensitive lIoT actuators, remote surgery plat-
forms, and the 5G tactile internet.

To address these challenges, physical layer secu-
rity (PLS) has emerged as a promising paradigm for
enhancing the confidentiality of wireless communica-
tion systems. Unlike conventional cryptographic ap-
proaches, which rely heavily on computational algo-
rithms, PLS leverages the stochastic properties of wire-
less channels to ensure secure communications, inde-

pendent of encryption techniques [2]. This method not
only improves security performance but also maintains
low computational complexity, making it particularly
suitable for resource-constrained devices. Owing to
these advantages, PLS has garnered significant atten-
tion as a pivotal research direction in securing modern
wireless networks [3].

Among the advanced techniques proposed to
boost PLS performance is the utilization of reconfig-
urable intelligent surfaces (RIS). RIS comprises meta-
surfaces capable of dynamically reflecting radio fre-
quency (RF) signals without requiring active signal
processing or dedicated power supply [4, 5]. Research
has demonstrated that RIS can substantially enhance
system performance while reducing deployment and
operational costs.

In parallel, artificial jamming (A]) generation stands
out as a key strategy within the PLS framework. This
approach involves transmitting controlled jamming sig-
nals to degrade the eavesdropper’s channel quality,
while minimally affecting legitimate users. By exploit-
ing the disparity in channel characteristics between
authorized users and potential eavesdroppers, AJ-based
techniques effectively impair unauthorized access to
information [6]. Notably, by introducing controlled jam-
ming signals to impair the reception quality at eaves-
droppers, the secrecy capacity scaling can be improved
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from O(y/n) to O(n) over n transmitted symbols [7].

Consequently, the integration of RIS and artificial
noise for physical layer security has attracted increas-
ing interest from the research community, offering a
promising pathway toward robust and energy-efficient
secure wireless communications [8].

1.2 Related works

Recent advances in PLS have leveraged RIS to
enhance confidentiality in wireless communications.
In [9], the authors investigated PLS performance in
an IoT network with RIS deployed in the presence of
an eavesdropper. The secrecy outage probability (SOP)
was derived as the key performance metric, reveal-
ing that increasing the number of reflecting elements
significantly boosts secrecy performance. In [10], Cao
et al. proposed a multi-RIS architecture to improve
security over Nakagami-m fading channels. They de-
rived a closed-form expression for the average secrecy
capacity (ASC) and compared it with systems lacking
either a direct transmission path or RIS assistance.
In [11], the ASC of a satellite-UAV cooperative re-
lay network with integrated RIS was evaluated under
practical deployment conditions, further validating the
security benefits of RIS in hybrid wireless environ-
ments. Study [12] examined two distinct cases for a RIS-
assisted system: (i) the eavesdropper intercepts only
the direct signal from the source, and (ii) it intercepts
only the reflected signal via RIS. Both ASC and the
probability of non-zero secrecy capacity (PNSC) were
comprehensively analyzed. In [13], a comparative anal-
ysis was conducted between RlIS-assisted and relay-
assisted non-orthogonal multiple access (NOMA) sys-
tems, showing that RIS provides a notable improvement
in average secrecy rate (ASR) over conventional relays.
Building upon this, [14] derived the effective secrecy ca-
pacity (ESC) for RIS-enabled NOMA systems, assessing
the achievable secrecy gain in multi-user scenarios.

Despite these significant contributions, works [9-14]
primarily focus on RIS-assisted PLS without incorpo-
rating artificial jamming (AJ), a known strategy for
enhancing secrecy by disrupting the eavesdropper’s
channel. In contrast, [15] adopted a different approach
by combining UAV relays with friendly jamming (FJ)
in a NOMA network, albeit without considering RIS.
In [16], a RIS-aided system integrating AJ and energy
harvesting was proposed to improve security reliability.
Similarly, [17] introduced a cooperative framework that
combined RIS, relaying, and jamming to enhance PLS.
However, neither study accounted for scenarios where
both legitimate users and eavesdroppers have access to
the direct transmission link, nor did they consider the
potential degradation of legitimate users’ performance
due to jamming. Crucially, a common limitation across
studies [9-17] is the lack of evaluation of secrecy energy
efficiency (SEE), a vital metric for sustainable wireless
communications, especially in dense 5G and B5G net-
works. Without assessing SEE, these works fall short in
analyzing the trade-off between security performance
and energy consumption, which is essential for real-
world deployment. This gap highlights the need for

a new model that simultaneously addresses secrecy
enhancement and energy efficiency.

In order to improve the clarity of the discussion,
Table I compiles a comparative summary of the most
pertinent prior works

Table I
COMPARISON WITH THE EXISTING WORKS

Paper RIS | AJ Metrics
[9] Yes | No sOorP
[10] Yes | No ASC
[11] Yes | No ASC
[12] Yes | No | PNSC, ASC
[13] Yes | No ASR
[14] Yes | No ESC
[15] No | Yes ASR
[16] Yes | Yes SOP, SC
[17] Yes | Yes SIP

This article | Yes | Yes | ASC, SEE

1.3 Motivation and contributions

Thank to conducting an extensive literature review,
we identified a significant research gap in the PLS
analysis of systems employing RIS and AJ] within 5G
and B5G networks. To the best of our knowledge, there
remains a limited number of studies addressing PLS
for wireless networks that integrate RIS and AJ in the
presence of eavesdroppers. Motivated by the promising
potential of RIS-AJ integration to enhance security per-
formance, this work aims to leverage such synergy for
improved confidentiality in wireless communications.
Furthermore, the proposed system model takes into
account the practical impact of imperfect interference
cancellation at legitimate users. The key contributions
of this paper are summarized as follows:

o Unlike with [18, 19], which evaluate the secrecy
performance of RlS-assisted systems under the
assumption that the eavesdropper receives only
the direct signal from the transmitter. We intro-
duce an integrated RIS-AJ framework to improve
the ASC and SEE of the SISO system under a
passive eavesdropping scenario. Additionally, the
impact of imperfect jamming suppression at the
legitimate user is taken into account to assess
the system performance under practical scenarios.
Insights into how channel fading severity (m pa-
rameter) affects the ASC and SEE in mathematical
and numerical results.

o Approximate analytical closed-form expressions
for the ASC and SEE have been derived for
both jamming-assisted and non-jammer scenarios
in general fading channels. Channel and system
parameters are selected based on empirical mea-
surements and technical specifications defined in
5G and B5G standards, ensuring high feasibility
and practical relevance for future wireless de-
ployments. Although the incorporation of realistic
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channel modeling increases the analytical complex-
ity, it enables a more accurate representation of
next-generation wireless systems.

o The validity of the analytical findings has been
confirmed via extensive Monte Carlo simulations,
which demonstrate that the proposed system sig-
nificantly enhances both ASC and SEE in com-
parison with its without jamming counterpart,
especially when a sufficient number of RIS ele-
ments is deployed. Moreover, the effects of crit-
ical system parameters, including the jammer’s
position, carrier frequency, fading parameter and
the level of interference cancellation at legitimate
users, have been thoroughly examined to provide
insightful understanding of the system’s behav-
ior under practical conditions. Additionally, the
Golden Search algorithm is employed to determine
the optimal jamming power P}, thereby enhancing
both the ASC and SEE of the system.

The rest of the paper is organized as follows. Sec-
tion 2 describes the system model. Section 3 presents
detailed analysis of the proposed system and compari-
son system by mathematically deriving the ASC and
SEE. Numerical results and discussions are given in
Section 4. Finally, Section 5 concludes the paper.

2 SYSTEM MODEL

Figure 1 illustrates the system architecture of the pro-
posed single-input single-output (SISO) communication
model, in which a RIS and an AJ terminal are incorpo-
rated under the presence of a passive eavesdropper. In
this setup, the confidential information is transmitted
from the source (S) to the legitimate user (D) via two
transmission paths: a direct link (5-D) and an indirect
reflected link through the RIS (S-RIS-D). Similar to D,
the eavesdropper (E) is assumed to receive both the
direct signal and the reflected signal from the RIS.
To further strengthen physical layer security, an AJ
has been incorporated into the system. Artificial in-
terference is emitted by the jammer to intentionally
disrupt the reception capability of the eavesdropper.
Importantly, the potential degradation experienced by
the legitimate user due to jamming interference has also
been considered, as such effects are likely in practical
implementations. In this study, the channel state infor-
mation (CSI) of the source node S is assumed to be
perfectly available at the RIS to facilitate the maximiza-
tion of the received SNR at the D. It is worth noting
that various channel estimation techniques for RIS, as
introduced in [20, 21], can be employed to acquire the
required CSI. Additionally, all communication entities,
including S, D, E, and ], are assumed to be equipped
with a single antenna.

The received signal at D, accounting for both the
direct transmission and RIS reflection, is formulated as

L
yp = (hsp + Y_ hsr,ir,pe’**) \/Psxs + /APy hypx; + zp,
=1
1

/
/
/
/
Y

Figure 1. System model of the proposed RIS-Jammer-SISO commu-
nication system in the presence of an eavesdropper.

where hgp, hsgr,, hr,p and hjp are the channel coeffi-
cients from S to D, S to the " element of RIS, from the
t" element of RIS to D and from ] to D, respectively; ;
is the adjustable phase shift caused by the #* element of
the RIS; A represents the ability to eliminate jamming
signals from D, 0 < A < 1 (see Remark 1); zp is the
additive white Gaussian noise (AWGN) at D with zero
mean and variance of 63, ie, zp ~ CN(0,63). The
transmitted signal from the source node S is denoted
by xg, with an associated transmit power of Ps. The
jamming node | transmits the signal xj, corresponding
to a transmit power of Pj. As the channel coefficients
are complex-valued, they can be expressed in terms
of their amplitude and phase components as follows:
hsp = agpe TS0, heg, = asr,e VSR, hg,p = ag,pe RO,
hp = ape /' where (asp, ¥sp), (asr,, Yswr,)
(ar,p, Yr,0) and (a5p, ¥jp) are magnitude—phase shift
pairs of hgp, hsg,, hr,p and hjp, respectively.

Remark 1: To estimate or set A in practice, it can be
determined based on the residual interference power
after cancellation. Specifically, in [22], a cooperative
jamming cancellation architecture was proposed and
a testbed was implemented to verify its feasibility.
Experimental results in a laboratory environment un-
der line-of-sight (LoS) conditions demonstrate that the
proposed architecture can achieve approximately 51 dB
of interference suppression, while the noise floor is
increased by about 5 dB (with a noise floor of —95 dBm,
the residual interference after cancellation is approx-
imately —90 dBm) due to imperfect time—frequency
synchronization and channel estimation. In practical
scenarios, due to various non-ideal factors, the value of
A may vary within a certain range. For example, in [15],
A was observed to lie approximately between 0.01
and 0.1. These observations provide a useful guideline
for selecting A to realistically reflect the interference
cancellation capability in actual systems.

The optimization of phase shifts to maximize the
SINR at D follows the approach proposed in [23] (see
Remark 2).

¥t = Ysr, + YR, — YsD- )

Since the phase shifts perfectly aligned, we can
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rewritten (1) as

, L
yp = e J¥s0 (agp + ) _ asg,ar,p) /Psx
=1

+ IZJDe_j‘YJD APy + zp. 3)
From (3), the SINR at D is formulated as follows
iYW (2 L 2
le/¥sD |2 (agp + t21 asr,ar,0) " Ps

le= /%D |2a]2DAP] + 63

D = 4)

Since |e/¥sp|2 =
simplifies to

le=M0|2 = 1, formula (4)

L
2
(asp + tzl asr,ar,n) Ps

D = @)

IZJZDAP] + (5]23
The received signal at E from both the direct and
RIS-assisted links can be expressed as

L
ye = (hsp + Y_ hsr,iryee’*t) /Pox + \/17] hyExy + zE,
=1
(6)

where hgg, hg,g and hjg are the channel coefficients
from S to E, from the t" element of RIS to E and
from ] to E, respectively. zp represents the additive
white Gaussian noise (AWGN) at E with zero mean
and variance (5]25, i.e., zg ~ CN(O, (5%)

The channel coefficients, being complex-valued, can
be formulated in terms of their magnitudes and phases
as follows: hgg = agge I YsE, hre = aRtEe_JTRtE,
e = ape /e where (asg, Ysp), (g, YrE)
and (a5, YJg) are magnitude-phase shift pairs of hgg,
hg,e and hjg, respectively.

From (6), the SINR at E can be formulated as (see
Remark 3)

. L )
e/ ¥sE|2 (agg + El asg,ar,e) Ps

“i¥E 12,2 2
le™) ]E|2a]EP]+5E

YE = )

Since |e /¥sE|2 = |e7/YIE|2 = 1, formula (7) is simpli-
fied to

L
2
(asg + ¥ asr,ar;e) Ps
=1

TE = (8)

LZJZEP] + 5]25

In addition, we analyze the secrecy performance of
the proposed systems over Nakagami-m fading chan-
nels. Accordingly, the CDF and PDF of the channel
magnitudes X' € {agp, asg, asg,, 4r,D, AR,E, D, 4JE }, are
expressed as follows [24]:

1 My o

FX(.’/) = r(mX)rY(er Qixy )
_ 1 mhyz
_1_r(mh)r<mh' Q ) y=0 0

2"t 2= I
fx(y) = Wexp <— ({Z ), y =0 (10)

where, 0y and my denote the spread and shape
parameters, respectively.

Remark 2: To acquire perfect channel state in-
formation (CSI), two common approaches are typi-
cally employed in RIS-assisted communication systems
based on training signals: with and without radio fre-
quency (RF) chains [4, 21]. When RF chains are adopted,
the estimation of the S-RIS and RIS-user channels can
be independently carried out at the RIS. In contrast,
in scenarios without RF chains, the estimation process
focuses on the cascaded S-RIS—user channels [20, 21].
With the rapid advancement of computing hardware
and software, particularly in deep learning and opti-
mization algorithms, channel estimation in RIS-assisted
wireless networks can be effectively realized [20]. These
methods facilitate the acquisition of perfect CSI in the
proposed SISO-RIS system. It should also be noted that
the assumption of perfect CSI has been widely adopted
in prior works [25, 26]. On the other hand, one of the
key advantages of RIS lies in its ability to adapt the
phase configuration ¥; to maximize the received power
at the intended receivers. Specifically, the number of
feasible phase states for RIS is limited due to the dis-
crete nature of phase shifts. Hence, by employing high-
resolution phase settings and intelligent controllers at
the RIS, optimal phase configurations can be achieved
under the perfect CSI assumption such that ¥; = 0
or Yer, + ¥Yr,0 — ¥Ysp = 0 [10, 16].

Remark 3: In studies on RIS-assisted wireless com-
munications, when the RIS phases are configured to
maximize the SINR of a specific user, the SINR experi-
enced by other users is generally not maximized [27].
Nevertheless, many works adopt the simplifying as-
sumption that the maximum SINR can be simulta-
neously achieved for all users [28]. This assumption
has been extensively applied not only to legitimate
users but also to eavesdroppers [10, 16, 26, 29]. In
practical scenarios, the distance between the RIS and
the user/eavesdropper is typically much larger than
that between the user and the eavesdropper. As a result,
the angular difference observed at the RIS with respect
to the user and eavesdropper is negligible and can
be ignored. This geometric assumption has also been
widely employed in prior studies. Following this line
of research, we consider in this paper the case where
the received signal at the E can also be maximized. In
other words, we focus on a worst-case security scenario
in which the eavesdropper attains its maximum SINR.
Such a worst-case assumption is widely used in phys-
ical layer security analysis, as it provides a worst-case
reference that guarantees robustness of the proposed
scheme even under highly adverse conditions.

3 SECRECY PERFORMANCE ANALYSIS

This section we shown the analytical derivation of
closed-form expressions for both ASC and SEE within
the proposed framework. To provide a comparative
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performance baseline, we further investigate these
metrics for a system configuration that excludes
artificial jamming.

3.1 Average Secrecy Capacity

For the proposed system, the ASC can be mathemat-
ically formulated as follows [10]

ASC = [E{logz(HvD) —10g2(1+7E)H+, (11)

with yp defined in Equation (5) and g defined in
Equation (7), [x]* = max{x,0}.

ASC = {]E{logz(l +7p) } — E{log,(1+ IYE)}} ’

= [E{Co} ~B{Cx}] ", 12)
where E{Cp} and E{Cg} are
— Fyp (%)
oo [0t o

F'YEmaX (x)
E{Ce} = m/o 1+x

It is worth noting that yp and g are not inde-
pendent due to asg,; nevertheless, Equation (12) re-
mains valid owing to the properties of expectation [30,
Equation (6.162)]. Consequently, Equation (12) has been
extensively applied in the computation of the ASC for
RIS-assisted wireless systems [5, 9, 10, 31].

Theorem 1. The ASC of the considered system, op-
erating in the presence of an eavesdropper and subject
to Nakagami-m fading channels, is mathematically ex-
pressed as follows

dx. (14)

1 YoM Ap1l—o,
ASC ~ — eneml (w1, —
Inz L L enem (or o) 5 150 )
ETAGY Z steqr (U2,472 o ’ (15)
In2 = = ( Ps 1+, )
where A APLln + 52
b= ]%D vy +1 ’
Ag =P —1 52,
E J 4955 nvw+1 +
&= o ()" A
" T(w)T(mp) \ o, +1 2N n
BV N B it B
"o 2M 140,720 147,
1 2 me—1 77
= 1 —/1—22.
o r(wz)r(m]E)(“va) 2W i

From equation (15), it can be observed that the ASC
is influenced by several key parameters, including
the source power Ps, jamming power Pj, the number
of REs L, the locations of devices, carrier frequencies,
and the interference cancellation capabilities at the
legitimate user.

Proof : Further analytical derivations can be found in
Appendix A.

3.2 The ASC of the Non-Jammer System

To ensure a fair comparison between the proposed
system and the non-jammer system, the transmit power
for the without jamming system is set as Pé\l V= ps+
Py = (14 pu)Ps, where uPs (0 < p < 1) corresponds to
the jamming power in the proposed scheme.

Following a similar approach to that in (12), the ASC
of the non-jammer system is analytically characterized
in the following theorem.

Theorem 2. The ASC corresponding to the pro-
posed system in the absence of jamming are expressed
as follows

1
ASCN ~ ™~
1 1 1-—
- T D 16

/1 — vil 5

where ¢, = 2K T+o

1
T, /1 — v% 5
T T 1tog

Proof : Refer to Appendlx B for further details.

3.3 Secure energy efficiency

SEE is a metric in wireless communications. It simul-
taneously addresses the demands for enhanced security
and efficient energy utilization. Therefore, SEE has be-
come a fundamental criterion in the design and perfor-
mance assessment of modern communication systems.
Mathematically, the SEE of the proposed system is
defined as follows [32]

=3 a7

here, Reec denotes the secure transmission rate of the
system, while P; € {Py, Pg 1] } represents the total power
consumption. The secure rate for both the proposed
system and its non-jammer counterpart is obtained
from (15) and (16). On the other hand, the total power
for the proposed and non-jammer systems are adopted
from [23, 32]

P = P5+P]+Lpt+ps+p]+pD+pE, (18)

PN = (1+ p)Ps + LP; + Ps + Pp + P, (19)

where P, D5, P}, Pp and Pg denote the circuit power
consumption associated with the #* reflecting element
of the RIS and nodes S, J, D, and E, respectively.

4 NUMERICAL RESULTS

Based on the ASC and SEE expressions derived in
the previous section, the operational characteristics of
the proposed system are thoroughly analyzed in this
section. Monte Carlo simulations are carried out to
verify the accuracy of the theoretical formulas obtained.
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Additionally, to clearly demonstrate the advantages
of employing RIS and AJ in enhancing secrecy per-
formance, the ASC and SEE values of a benchmark
system without jamming (denoted as "Non-Jammer")
are also simulated for comparison. In the simulation
setup, a two-dimensional Cartesian coordinate system
is employed for the RIS- and AJ-assisted communica-
tion system. Unless otherwise specified, the system pa-
rameters are configured as follows. The source node S
is placed at the origin (0, 0) meters, while the RIS is
located at (70, 5) meters. The legitimate destination
nodes D is positioned at (90, 0) meters. The eavesdrop-
per E and | are situated at coordinates (150, -5) meters
and (130, -5) meters, respectively. The circuit power
dissipation at the t/ RE of the RIS is assumed to be
P, = 7 dBm. For all remaining nodes, including S, J, D,
and E, the circuit power consumption is uniformly set
to Ps = 15] = Pp = Pg = 10 dBm, as specified in [23];
the antenna gains Gs = Gris = Gp = 5 dB, and
Gg = 0 dB [24]. In all considered scenarios, A = 0.05
and N = 90. The transmit powers of nodes S and J
are constrained by the relationship P; = uPs, where
u is a positive constant such that 0 < y < 1. For
performance benchmarking, the transmit power of the
source in the system without the jammer is adjusted as
Pé\U = Ps+ P; = (1+ p) Ps. Unless otherwise specified,
the value of u is fixed at 0.003 for all simulations. The
shape parameters of all considered channel magnitude
distributions are assumed to be identical, denoted as
my =2, X € {asp,asg, asr,, 4R,0, AR,E, 4D, AJE } - Mean-
while, the noise power at the receivers is determined
based on the system bandwidth BW (in Hz), the re-
ceiver noise figure NF (in dBm), and the thermal noise
power density Ny (in dBm/Hz), as expressed in [24] by

65 = 0 = 10log(BW) + NF + Np, (20)

where BW = 10 MHz, Ny = -174 dBm/Hz,
and NF = 10 dB. Furthermore, the proposed systems
adopt the channel model recommended in 5G/B5G
standards. Accordingly, the value of )y under the
non-line-of-sight (NLoS) condition is determined as
in [24, 33]

Qy = Gy —22.7 — 26log( f.) — 36.7log(d) + Gix, (21)

here, Gix and Gx denote the antenna gains of the
transmitter and receiver, respectively; f. represents the
carrier frequency (2 < f. < 6 GHz); and d is the
distance between the transmitter and receiver.

Figure 2 illustrates the impact of P; on the ASC
of the proposed system, with Ps = 25, 30, 35 dBm,
fc = 3 GHz and L = 40. It is observed that as Pj
increases from -20 dBm to 20 dBm, the ASC ini-
tially rises, reaching a peak at a specific value of P,
and subsequently decreases. This behavior can be ex-
plained as follows. When Py increases, the eavesdrop-
per’s channel capacity is reduced due to elevated in-
terference, as indicated by formula (8), thereby enhanc-
ing the ASC. However, according to formula (5), the
legitimate user’s capacity is also degraded due to the
same interference. Consequently, once the eavesdrop-

10 T T
Ps = [35, 30, 25] dBm
8 |-
% 6
<
4+
o Sim (Proposal)
Theory (Proposal)
* Optimal value
2 | T |
-20 -10 0 10 20

Pj [dBm)]

Figure 2. The ASC of the considered system versus the Pj for Ps =
25, 30, 35 dBm, f. =3 GHz and L = 40.

per’s capacity becomes saturated, any further increase
in Py results in a decline in the legitimate user’s ca-
pacity, leading to a reduction in the ASC. Furthermore,
Figure 2 demonstrates that each curve exhibits a distinct
peak, indicating the existence of an optimal jamming
power Pj that maximizes the average secrecy capac-
ity ASC. It is important to note that a closed-form ex-
pression for the optimal P is intractable. Consequently,
the Golden Search algorithm [34, 35] is employed to
numerically determine the optimal Pj through iterative
computations, with the results summarized in Table II
The optimal values obtained via the Golden Search
method demonstrate a perfect match with those derived
from theoretical analysis. Therefore, an optimal value
of Pj should be selected in system design to strike
a balance between maximizing ASC and maintaining
energy efficiency, especially in the context of 5G and
B5G networks. Specifically, for Ps values of 25, 30,
and 35 dBm, the ASC achieves its maximum
at P; = -4, -2, and 0.5 dBm, respectively.

Table II
OPTIMIZATION ALGORITHM TO FIND PI*

Input: Establish Py, = -20 dBm, P; . =20 dBm, the golden section
search w = ‘/52*1, and a stopping threshold 6 = 1073.
Output: The optimal Pj* that maximizes ASC.
Begin:
1. Build sets e; = Pj_, + (P}, — B, )w and

€ = P]max - P]max - P]min w
2. While Py, — P > do

Update: ASC(e7).

Update: ASC(e3).

If ASC(ez) > ASC(e1) then

Update: Py, < €1.

Else
Update: Py, < €.
End If.
3. End While.
4. Return P]* = P]ma"izpl"““

End.

Figure 3 demonstrates the ASC of the proposed sys-
tem and the system without jamming, corresponding to
different numbers of L = 10, 30, 50 and f, = 2 GHz. The
analytical ASC curves are obtained from expressions
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Figure 3. The ASC of the considered system versus the Ps for L = 10,
30, 50 and f. = 2 GHz.

(15) and (16). As observed, a close match between ana-
lytical and simulation results is achieved, confirming
the accuracy of the derived expressions. The results
in Figure 3 demonstrate that the proposed system
significantly outperforms the non-jammer counterpart
in terms of secrecy performance. Additionally, it is
observed that the ASC of the system without jamming
saturates when P > 20 dBm, whereas saturation in
the proposed system occurs only when Ps > 40 dBm.
Moreover, the parameter L exerts a substantial influence
on the ASC in both scenarios. To achieve an ASC of 6
bps/Hz, a transmit power of 21.5 dBm is required at
the source when L = 10, while only 15 dBm is needed
when L = 50. These findings confirm that increasing
the number of L, combined with an effective jamming
strategy, substantially enhances secrecy performance
while reducing the required transmit power.

Figure 4 analyzes the impact of carrier frequency
on the ASC for both the proposed system and the
counterpart without jamming, considering L = 40. It
is observed that the secrecy performance of the pro-
posed system significantly deteriorates as the carrier
frequency increases. Specifically, to achieve an ASC
of 7 bps/Hz, a transmit power of Ps = 38 dBm is
required at f. = 6 GHz, whereas only Ps = 21 dBm is

10

o Sim (Proposal)

* Sim (Non-Jammer)
gl Theory (Proposal)
-~ Theory (Non-Jammer)

ASC

0 10 20 30 40
Ps [dBm]

Figure 4. The ASC of the considered system versus the Ps for f, =2,
3,6 GHz and L = 40.
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Figure 5. The ASC of the considered system versus the xg for Ps =
25 dBm, f. = 3 GHz and L = 20, 40, 60.

needed at f. = 2 GHz. Furthermore, it can be clearly
seen that throughout the entire examined frequency
range, the proposed system consistently maintains a
considerably higher level of secrecy compared to the
system without jamming, thereby validating the effec-
tiveness of the adopted jamming technique.

Figure 5 shows the impact of the eavesdropper’s
position on the ASC of the proposed system under
various values of L. It is observed that as the position of
the eavesdropper xg increases from 110 m to 135 m, the
ASC of the proposed system gradually improves and
reaches its maximum at xg = 135 m. Following this posi-
tion, as xg continues to increase toward 180 m, the ASC
is reduced and eventually saturates. This behavior can
be attributed to the fixed location of the jamming device
at 135 m, whereby the received signal at the eavesdrop-
per is most severely degraded when xp = 135 m, thus
maximizing the secrecy performance. In contrast, for
the system without jamming, the ASC increases mono-
tonically with xp across the range from 110 m to 200
m. However, throughout the entire examined region,
the proposed system consistently outperforms the non-
jamming counterpart, highlighting the effectiveness of
the adopted jamming strategy. Moreover, increasing
the number of REs L further enhances the secrecy
capacity in both configurations, with more pronounced
improvements observed in the RIS-AJ-assisted system.

Figure 6 illustrates the impact of interference can-
cellation effectiveness on legitimate users under two
conditions: ideal ( A = 0) and non-ideal ( A = 0.05).
It is observed that when the transmit power Ps varies
from 0 to 20 dBm, the difference in average secrecy
capacity (ASC) between the two scenarios remains neg-
ligible. However, as Ps increases from 20 to 40 dBm,
the ideal interference cancellation case yields a signifi-
cantly higher ASC compared to the non-ideal scenario
with A = 0.05. This behavior can be explained by
the proportional relationship between the jamming
power and the transmit power, expressed as Pj = uPs.
As Ps increases, the corresponding rise in Pj results in
a degradation of the channel capacity at the legitimate
destination D, as described in (5). These findings high-
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Figure 6. The impact of A on ASC of the considered system with L
=10, 30, 50 and f. = 3 GHz.

light the crucial role of interference cancellation effec-
tiveness in enhancing the secrecy performance of the
system. Therefore, optimizing interference cancellation
techniques is essential to improve secure communica-
tion for legitimate users.

™~
~_
T~
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Sim (L = 30)
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< 5
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Figure 7. The impact of Ps and P; on ASC with L = 10, 30, 60 and f;
= 3 GHz.

Figure 7 depicts the impact of the transmit power Ps
and the jamming power Pj on the ASC of the system
for L =10, 30, and 60. As shown in Figure 7, when Ps
increases from 0 to 40 dBm, the ASC initially increases,
reaches its peak, and then saturates, consistent with the
trend observed in Figure 2. Similarly, as Pj increases
from —20 to 20 dBm, the ASC rises gradually, attains
a maximum value, and subsequently decreases. This
behavior can be explained as follows: the increase in P
initially leads to a reduction in the channel capacity
at the eavesdropper E. However, once ASC saturation
is reached, further increases in Pj no longer affect E
significantly. At this stage, the negative impact of P; on
the legitimate destination D becomes more pronounced,
ultimately causing a decline in ASC. Additionally, an
increase in the number of REs L is observed to sig-
nificantly enhance the ASC, further demonstrating the
benefits of RIS deployment.
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Figure 8. The SEE of the considered system versus the Ps for f. = 2,
3,4 and L = 30.

Figure 8 represents the SEE (bit/]) of the proposed
system and the non-jammer system as a function of Ps,
with f. = 2, 3, 4 GHz. In this figure, the analytical
curves are plotted based on equation (17). The results
in Figure 8 reveal that when Ps < 10 dBm, the SEE
values of both systems are nearly identical. However,
for Ps > 10 dBm, the proposed system achieves a
significantly higher SEE compared to the non-jammer
counterpart. Importantly, for each value of f;, there
exists an optimal transmit power Ps at which SEE is
maximized. Specifically, the optimal Ps values corre-
sponding to the maximum SEE are 17, 18.7, and 20 dBm
for f. = 2, 3, and 4 GHz, respectively. This highlights
that selecting an appropriate transmit power is critical
to simultaneously optimizing both ASC and SEE in
system design. Furthermore, it is observed that the
SEE of both systems decreases as f; increases, which
can be explained by the same rationale discussed in
Figure 4. Following the procedure outlined in Table II,
each value of f. corresponds to an optimal Ps that
maximizes the SEE. For instance, when f. = 2, 3,
and 4, the maximum SEE is attained at P = 16.9, 18.5,
and 19.6 dBm, respectively.

Figure 9 illustrates the SEE of the proposed system
and the non-jammer system as a function of transmit
power Pg, for different values of the shape parameter

30 T T T

o Sim (Proposal)

*  Sim (Non-Jammer)
Theory (Proposal)
———"Theory (Non-Jammer)
* Optimal value

0 5 10 15 20 25 30 35 40
Ps [dBm)]

Figure 9. The SEE of the considered system versus the Ps for m = 1,
2,3 and L = 20.
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m, with L = 20. The results in Figure 9 indicate that
the shape parameter has a significant impact on the
SEE performance of both systems. In addition, for
each value of m, an optimal transmit power Ps can
be identified at which the SEE reaches its maximum.
Moreover, it is observed that the proposed system con-
sistently achieves higher SEE values compared to the
non-jammer system, demonstrating the effectiveness of
the jamming technique in enhancing SEE communica-
tion. Similar to Figure 2 and Figure 8, for each value
of m, there exists an optimal transmit power Ps at which
the SEE metric reaches its maximum.

5 CoNCLUSION

Enhancing the secrecy performance of wireless com-
munication systems has become an essential require-
ment due to the inherent physical limitations of the
wireless propagation environment. In this paper, RIS in
conjunction with AJ have been employed to strengthen
the physical layer security of wireless systems in the
presence of an eavesdropper. Approximate analytical
expressions for the ASC and SEE have been successfully
derived for both the proposed system and the base-
line system without jamming. Simulation results have
demonstrated that the integration of RIS and AJ sig-
nificantly outperforms the configuration without jam-
ming in terms of both ASC and SEE. Furthermore, the
impact of key system parameters, such as carrier fre-
quency, fading parameter, and distances between crit-
ical entities (i.e., transmitter—eavesdropper and trans-
mitter—-jammer), as well as the interference cancellation
capability at the legitimate user, has been thoroughly
investigated to gain deeper insights into system behav-
ior under practical conditions. Based on the obtained
findings, several effective strategies have been recom-
mended to optimize the secrecy performance of the
proposed system across various deployment scenarios.

APPENDIX A

The appendix details the step-by-step derivation of the
ASC for the proposed systems.

L
From (5) and (8), let X7 = agp + Y AsR,4R,D/ X, =
t=1

L
asg + ) asgr,ar,g, we have
t=1

X{2P.
D = 172552, (22)
AP] lZ]D + D
X2P.
25 (23)

- PJ aJEZ + 5%'

Based on (22), the CDF of vp is derived as
X2Ps

- Pr{')’D < x} - PI{W
D

P’YD('X) <x}

AP} ajp? + 62
= pe{ap < HE0ID 0]
- Xl PS Dl fﬂ]DZ (y)dy

Following a similar derivation to that of yp, the CDF
of yp can be expressed as

XZPs

F,YE(X) = Pr{’)/E < x} = Pr{m < x}
x(P ajg? + 62)
=Prix? < 12 E
{ 2 Ps }
x(Py+9F)

To evaluate the integrals presented in equations (24)
and (25), it is essential to determine the CDFs of Xj

and &». Specifically, the CDF of &} = agp + Z ASR,AR,D

can be obtained through the utilization of moment
functions [36].

Based on equations (9) and (10), the n'h moment

of agp is expressed as follows [24]

D(magy +1/2) (mag, \ /2
. (26
I'(Magp ) <Qﬂ5D ) 26)

As a result, specific moments of agp can be extracted
from equation (26) as follows:

T(Magy, +1/2) | Qugp

Hagp (1) = E{agp} =

1) = , 27

Hasn (1) T (magp,) Magr, @)
T'(magy + 1) /Mgy \ 1

aen (2) = = Query- 28

= D (1)

Additionally, the PDF of agg,ag,p can be expressed

as follows
)= [ e (5

By substituting (10) into (29), we have

Magr
4 Magg, t
r(mﬂSR, )r(m“RtD) QaSRt
Mag,p
" Mag,p ! 2Mag,p—1 /°° 2 Masg, ~2Mag,p—1
QaRtD J0

2 2

Mage, U X Mag 1,

— — du. 30
X exp < QaSRt > u ( )

f[,SRt( wdu.  (29)

f Aasr, ﬂR,D

fﬂSRtﬂR,D (x) =

Using [37, Equation (3.478.4)], the PDF given in (30)
is defined as follows
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Magg, TMaR,p
4 Magg, Mag, D z
Qagg, Qag,p

T (Mage, )T (Mag, )

faSRtﬂRtD (x) =

Subsequently, the n'" moment of asg,ag,p is derived
as follows

VﬂSRtﬂRtD(”) 2 E {(asg,ar,0)"} = /O Unf”SR,ﬂRtD(U) dv.
(32)

By substituting (31) into (32) and applying [37, Equa-
tion (6.561.16)], we obtain

#uthuRtD(”) = <Q[15RanRtD

(33)

Let ¥ = 25:1 asR,dR,D, its n™™ moment is computed
as [38]

gL 2 )G ()
711:0712: HL_1:O Tl] 7’12 anl

n— nl) VﬂstﬂR,D(nl - le) o

—~ O

" Pagg,ar,p (np-1),
(34)

X VﬂSR, Aar,D

x!
yix=y)t”

Using (33) and (34), the specific moments of ¥ are
respectively expressed as [24]

where (j) =

L
1) = Zl Hagyo (1), (35)
=

ti _i [‘u”SRt”RtD }2'

(36)

L
(2) = Z .MﬂSRtﬂRtD (2) +2
t=1

The n™" moment of X; can now be represented as

p,(n) £ E{(¥+asp)"}

= i (n) e () pag, (n —w).  (37)

w=0 w

Based on (37), the specific moments of X are ob-
tained as

pa (1) = pw (1) + pagy (1), (38)
Ha (2) = V‘I’(Z) + Masp (2) +2 V‘Y(l) .”ﬂsD(l)- (39)

From the moment expression, the CDF of &} is given
by [36]

1
ba —
X (y) : < [ﬂxl(l)]z >
1, )= [, (1]
y ( [, (D] Ha (Vy )
r 2/ 2
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(40)
From (10), we have
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Y= I"(myi)Qg?’y P\Uay ) Y=
(41)

where Y € {aJD, ﬂ]E}.

Applying (40) and (41) into (24), we have

o0 2
F’YD(x) :/0 FXl ( x(AP]g:(SD)) faID2(y)dy

myp
1 mp

r(wl) r(TH]D)Q]D]D

x(AP y+62)
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m
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(42)

m]D—l

X /Ooo I'(wy, 1

Deriving a closed-form expression for the CDF of
yp in (42) is analytically intractable. However, an ef-
fective approximation of (42) can be achieved using
the Chebyshev-Gauss quadrature method [39, Equation
(25.4.30)], whose approximation formula is given by

1—vif(xn), (43)

[ s 07 5

where N denotes the Chebyshev parameter, which
characterizes the trade-off between computational com-
plexity and approximation accuracy, and

(2;11 ) b—a b+a
U; = COS T, Xxp = —0y + .

2N 2 "2

By setting ajp = 42 and z = exp(—ajpy), we can

transform (42) into tII1e following form
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Fooe(x) =1 — (1 ymot 1
e2e | X) = - (7) e
D, I'(wq) T(mp) \ayp ayp

1 1 2
1 1 mJD_1 X(AP] %lng +5D)
/0 (ln E) F(w1,¢1\J B dz.

(44)

Using the result in (43), the integral in (44) can be
computed as follows

1 2 mp—1 71
F =1- T
(%) T ()T (myp) ( ot 1) 2N
N X(AP; 7-1n 52 + 63)
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Following the same approach, the CDF of g can be
expressed as

(45)

XZPs
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Let ajp = (";E and z = exp(—ajgy), we can rewrite

(46) as follows
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ye/ g
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JE z E = JE
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By applying (43) to evaluate the integral in (47),
we obtain
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1

—1- w; gwr(wz, 4)2\/%).

By substituting (45) into (13), we obtain the expres-

1
Fre(x) =1- T'(w2)T (myE) (m

(48)

sion of Cp as

1 N S| [ Apx
E{Cp} = lnznzlén/o 1+xr(wl’4)1 B )dx-
(49)
Let z = 1/ (1+x), formula (49) can be reformu-
lated as
1 N 11 /AD 1—
IE{CD} = lnzrgsn/o ( 1,¢1 2 )dZ

(50)

Substituting (43) into the integral of (50), we derive
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(51)

1 N M
IE{CD} =2 Z 2 Snsmr(wlrcpl
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Replacing into (14) the result from (48), we arrive at
the expression for Cg

(52)
Using the variable change z = 1/(1+x), for-
mula (52) is rewritten in the form
1 ¥ 11 Apl—z
IE{CE} ~ 2 Z Sw/o ( 2, P2 E o )dZ.
(53)

Using (43) in (53), the resulting expression for Cg is
given by

E{Cg} = ™) 2 Z Zewsq (wz,cpz

w=1g=1

— 7y )
P 1+,
(54)

Accordingly, inserting (51) and (54) into (12) leads to
the expression of ASC in (15), concluding the proof.

APPENDIX B

This appendix outlines the complete derivation process
for the ASC for the non-jammer system.

Following a similar method to that in (22) and (23),
we derive the SINRs at D and E as follows

XZPN]
D =5 (55)
D
szN]
YEN] = 2525 . (56)
E

09
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Using the result in (55), we obtain the CDF of 'yg] as

N x2pN
F n(x) = Pr{y) < x} = Pr{ 2 < x}
D 2
2
_ 2 pNJ 2] _ X0p
S
1 x62
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Following the same steps, the expression for ')/EN]
given by

2 pNJ
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1 x62
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Substituting (57) into (13), we derive the following
expression

1 1 | x02

Ny D

]E{CD}_ln2F(w1)/o 1+xr(w1’¢1 pé\IJ)dx‘
(59)

Using the same mathematical steps as in
formula (49), the following expression is obtained

1 1 52 1 -0
E{C)} =15 e, T (wr, 1, | 2 L), (60)
G} = T (cr 9 P§J1+vkl)
/1= o
where ¢, = Ta Tton
1
Similar E{C N1 we obtain
1 1 5 1-v
Njy _ & 2T %
B} = Ty el (@292 pN11+v ). 61)
/1 — 02
k
where ¢, = 2

2K, 147y,

By inserting (60) and (61) into (12), we derive the
closed-form expression of ASCN as shown in (16). This
finalizes the proof.
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